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Objective
Identify insider threats posed by malicious insiders within large organization

Insider threat modeling
• Created amd tested multiple threat models on the detection mechanism 

along with proving the complexity of the mechanism [P3][P4]
• Modeled an insider threat ontology in financial domain (see Figure A) for 

transforming anomaly detection into misuse detection [P3]
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Clustering SQL queries
• Hierarchial clustering on SQL queries [P1]
• Extracted features from SQL queries: Makiyama [1], Aoiche [2], Aligon [3]
• Evaluated the feature extraction methods with three metrics: average 

Silhouette coefficients, BetaCV, Dunn Index [4] (see Figure C)
• Applied query-rewriting techniques (regularization) to improve the quality 

of features extracted (see Figure C) [P3][P5][P6]
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(a) Average Silhouette Coefficient
(larger values are better)
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(b) BetaCV
(smaller values are better)
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(c) Dunn Index
(larger values are better)
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Database Activity Monitoring
• Construct user profiles by accumulating the extracting features for each user 

for a given period of time
• People who work in the same role in the organization can have different 

work habits, styles and priorities
• The expectation of behavior drift changes for different roles, and for 

different people as shown in Figure B

• The behavior patterns of tasks can change the temporal drift of a profile as 
can be seen in Figure B
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Approach
Model insder threats

Cluster SQL queries to identify 
normal data access patterns

Track user’s activity: SQL 
query

Detect deviation from user’s profile as 
potential insider threat
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